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Security Warning

1.Please change the password of your camera regularly, using a combination of numbers, letters and special
characters.

2.We recommend that you regularly update your camera to the latest available software and firmware versions
to help ensure the best experience for your camera.

1 Overview

FOSCAM Outdoor FHD IP Camera is an integrated wireless IP Camera with a color CMOS sensor enabling
viewing in High Definition resolution.It combines a high quality digital video camera, with a powerful web server,
to bring clear video to your desktop from anywhere on your local network or over the Internet.

The IP Camera supports the industry-standard H.264 compression technology, drastically reducing file sizes
and conserving valuable network bandwidth.

The IP Camera is based on the TCP / IP standard. There is a WEB server inside which could support Internet
Explorer. Therefore the management and maintenance of your device is simplified by using the network to
achieve the remote configuration and start-up.

The camera is designed for outdoor surveillance applications such as courtyards, supermarket, and school.
Controlling the IP camera and managing images are simplified by using the provided web interface across the
network utilizing wireless connectivity.

FOSCAM provides Phone apps for Android and iPhone users, please search and install app on app Store and
Google Play for iOS and Android devices, then you can view your camera anywhere, anytime on your smart
mobile devices.

1.1 Key Features

E Standard H.264 video compression algorithm to satisfy the transmission of high definition video in narrow
bandwidth network

2.0 Mega-Pixel (QJ2, FI9912EP, G2EP) / 4.0 Mega-Pixel (G4EP QJ4)
Supports IE / Firefox / Google / Safari browser or any other standard browsers
Supports WPA and WPA2 Encryption

IR LEDs for IR range up to 20m / 66ft Supports image snapshot

Supports dual-stream

Supports IR-Cut and the filter change automatically

Embedded FOSCAM DDNS (dynamic domain name service) Service
Supports remote viewing & record from anywhere anytime

Multi-level users management with password protection

Motion detection alert via email or upload image to FTP

m M ms M ms ms M ms T s
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E  Supporting Third Party Domain name

Providing Phone apps for Android and iPhone users

E  Supports multiple network protocols: HTTP / HTTPS / RTSP / TCP / IP/ UDP / FTP / DHCP / DDNS /
UPNP / ONVIF

E  Providing Central Management Software to manage or monitor multi-cameras

6X Digital Zoom

E Supports High Dynamic Range

m

s

1.2 PoE

The Network Camera is Peddmpliant, allowing transmission of power and dateavsingle Ethernet cable.
Such as the following picture: connect the Network Camera to @&Raliled router / switch via Ethermaible.

Q =3 — power + data transmission
I]' \ | -
LD 4| 0N\
,.*“ & =
Nt NNy W i i |
= FTE 7 4 PoE Switch

1.3 Read before Use

Please first verify that all contents received are complete according to the Package Contents listed below.
Before the Network Camera is installed, please carefully read and follow the instructions in the Quick Setup
Guide to avoid damage due to faulty assembly and installation. This also ensures the product is used properly
as intended.

1.4 Packing Contents

IP Camera* 1 . Quick Setup Guide * 1

DC Power Supply * 1




1.5 Physical Description

1.5.1 Front Panel

FOSCAM l*) v &

1 Infrared LED: 30 IR LEDs
2 LENS: All Glasses Material

1.5.2 Interface

1 2 3 4 5
1 LAN
10/100M adaptive Ethernet interface. Through this interface, IP camera can be connected with various network

devices, such as hub, router, etc.

2 Audio input interface
The jack is used to plug external input device such as sound pick up device directly. Here microphone cannot

directly insert to the interface, it must connect to adapter first.



3 Audio output interface
The jack is used to plug external output device such as loud speaker directly. Here microphone cannot directly
insert to the interface, it must connect to adapter first.

4 Power Interface
Connect the external power adapter, request for 12V / 1A power.

5 Reset button
Press and hold on the reset button for 5 seconds. Releasing the reset button, the password will back to the
factory default administrator password. The default administrator user is admin with no password.

1.5.3 Bottom View

There are up to two labels located at the bottom of the camera, this is an important feature of original Foscam
cameras. If your camera does not have labels, it may be a clone. Cloned Foscam cameras can not use original
firmware and are not eligible for technical services.

1.6 SD Card Management

The record files of the IPC can be stored in the SD Card.

You need open the IP Camera, then plug the SD card into SD card slot inside the IP Camera.

When you plug in the SD card during the camera work process, please reboot the camera again, or else the
SD Card may be cannot work well.

Insert Micro SD Card in the location shown below.

Micro SD Card Slot




1.7 Wall Installation

PAALLLL LAY

IR

MALL LR

Fixate the camera on your preferred location and use screws to mount it. We have provided screws in the
Packaging.

NOTE: Ensure that the rain or water will not reach the connector ports at the end of the pig tail wiring. These
connectors are not weather-resistant.

The cable of an outdoor camera should, from the position where the cable is divided into several cables, be
fitted dry. Install the cable into a waterproof junction box (1) or bring the cable indoors (2).




2 Access the IP Camera

2.1 Hardware Connection & Software Installation

) \
i Internet |

P

Router / Switch
&

1. Connect the camera to the LAN network (Router or Switch) via network cable.
2. Connect the power adapter to the camera.
4. Downloadthe Equi pment Search Tool 0 f r omthénacesathe.camermdite,o ol s

the icon shows as below:
NOTES:

If your computer (Windows OS) supports autorun function, you can find the corresponding file in the
opened control panel.

2.2 Access the Camera In LAN

2.2.1 Wired Connection

The camera supports HTTP and HTTPS protocols, you can access the camera in two ways.
(1) Http:// LAN IP + Http Port No.

The default HTTP port NO. is 88. Double click the Search Tool icon to run, and it should find the camera's IP
address automatically after you plug in the network cable.



EJ* Equipment Search Tool pn|rishy

Camera Hame IF Address Device ID Twpe
Anonymous Http://192.168. 1. 105:88 AOE270F49D29 IFC

Double click the IP address of the camera; the camera login page should be open in your default browser.
(2) Https:// LAN IP + Https Port no.
The default HTTPS port NO. is 443. You can use the URL to access the camera: https:// LAN IP + HTTPS port

NO.
Go to Settings - Network - Port panel, you can see and change the HTTP and HTTPS port NO.

o e e

HTTP Port 88 |
HTTPS Port ‘443 |
ONVIF Port 65533 |

NOTE: When logging in for the first time, you will need to download and install the add-on.

Username

Password

Stream

Language

[Click InstaIIJ

]
|

‘ This website wants to install the fol ow ng add-on: IPCWebCorrponents.exe from ‘SkenZhen Foscam Intelligent Technology Co, Ltc'. S -
: What's thz risk? ®100% -

2.2.2 Wireless Connection

Only some models support EZLink wireless connection , please refer to the Quick Setup Guide.
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2.3 Access the Camera in WAN

2.3.1 Static IP Addresses

Users who have static IP addresses do not need to set DDNS service settings for remote access. When you
have finished connecting the camera using the LAN IP address and port forwarding, you can access the
camera directly from the Internet using the WAN IP address and port number.

How to Obtain the WAN IP address from a public website ?

To obtain your WAN IP address, enter the following URL in your browser: http://www.whatismyip.com.The
webpage at this address will show you the current WAN IP.

W whakiniep. com v 4 x & R~
Fs Ik wﬂ Tods  Helo x &~
¢ Favertes | s B v @ FreeHomal £
W What Is My 2 Address - Shows Your 1P Address - B = - Page= Ssfetys Tokv @
—T [ rorn ] oreorer | mioomr  macesmeun] fl@ -
WIMI -‘
X s y What Is My IP Address - WhatIsMyIP.com
" Your IP Address Is: oo
183.37.28.254 My
Whats My IP
gk UNBEATABLE §
thei DEDICATED
SERVERS

DELL R200 Inted
Core2Duo E2220 2 4Ghz

1GB DOR RAM
160GB SATA HDD

Access your IP Camera from the Internet

You can access the IP Camera from the Internet (remote access). Enter the WAN IP address and port number
in your standard browser. For example, you would enter http:// 183.37.28.254:88

2.3.2 Remote Access

If you want to access your camera by web browser outside of your LAN, you need to configure following
configurations.

1. Choose Settings on the top of the camera web page, then go to the Network > IP Configuration section
on the left side of the screen, then uncheck the Obtain IP DHCP.


http://www.whatismyip.com/

IP Configuration

(. sawe ) [ Refresh |

E Setup Wizard ]
Status )
Basic Settings ]
Network ] Obtain IP From DHCP
Z | IP Address 192.168.1.10|
Subnet Mask 255.255.255 |
Gateway 192.168.1.1
Primary DNS Server 211 162781
Secondary DNS Server 211.162.78.3

IP Address: Set this in the same subnet
as your computer , or keep it as default.
Subnet Mask: Keep it as default.
Gateway and DNS Server: Set it to the
IP address of your router.

2. Enable UPnP and DDNS in the camera'’s settings page. We recommend you to use the DDNS by factory
default.

Setup Wizard
Status

UPnP

Save |

Refresh |

Basic Settings
Network

‘ Enable UPnP ‘ |ves

Select Yes and click Save.

Setup Wizard

Status ]
Basic Settings J
Network

DDNS

L sae

Refresh

- %

Enable DDNS

Manufacturer's DDONS

Manufacturer's DDNS — —

Click Enable DDNS and click Save.
The content in the Ma
column is the domain name of your camera.

Domain |

Third Party DDNS

DDNS Server

3. You can see the port of your camera here. If you want to set Remote Access for several cameras on the
same network, you will need to change the HTTPS port for each camera.

Status ] Port
Easic Settings ] (4 Save | | Refresh |
Ietwork
HTTP Port as
3 HTTPS Port 443
ONVIF Port 885
RTSP port 554

4. If the UPNP of the router has been enable, you do not need to perform following steps. Otherwise, you
need to select one of the following methods to configure port forwarding on your router. For these steps, we will



be using the TP-LINK brand wireless router as an example.

If there is a UPnP function in your router:
Choose Forwarding > UPnP, make sure that the Current UPnP Status is Enabled.

Quick Setup

WPS
Network

Wirgless
Current UPnP Status: Enabled

DHCP

Forwarding
- Virtual Servers Current UPnP Settings List
- Port Triggerin

: J9ETing ID  App Description External Port Pratocol Internal Port IP Address Status
-DMZ

security

If there is no UPnP function in your router:
You need to manually add port (HTTPS port) forwarding, refer to the following steps. You need go to the
Forwarding > Virtual Servers panel for setup.

Quick Setup Virtual Servers

WPS

Network

ID  Service Port Internal Port IP Address Protocol Status Modify

Wireless

DHCP

Forwarding

~Virtual s [ Aganew.. | [ EnabeAl | [ DisabeAl | [ DeleteAl

- Port Triggering

_DMZ Click Add New. - -
Previous Next

-UPnP

Quick Setup Add or Modify a Virtual Server Entry

WPS
Network ]

. Service Port: 00X0X or XK)
— Internal Port: |443 |(H>(, Only valid for single Service Port or leave it blank)

. _ IP Address:  [192.168.1.100 |
orwarding
S Protocol: ALL
Virtual Servers | Input the port and IP address of
Status: Enabled

- Port Trigaering

your camera and click Save.
-DMZ

-UPnP Commeon Service Port: —-Select One— -

Security

arental Control [ Save ] [ Back ]
Control
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Status

Virtual Servers

Quick Setup
Qss
Network

Wireless ID Service Port Internal Port IP Address Protocol Status Modify

443 443 odif
DHCP 1 192.168.1.100 ALL Enabled Maodify Delete
Forwarding
-Virtual Servers Here you have finished the
- Port Triggering [ AddNew.. | [ EnableAl ] [ DisableAl | [ DeleteA| Port Forwarding setup.
-DMZ

-UPnP

5. Now you can access your IP camera by https://domain name: HTTPS port via the Internet.

2.4 Using the VLC Player

This camera supports RTSP streaming, here you can view the camera using VLC player.

RTSP URL rtsp:// [user name][:password]@IP:port number/videosream

The part in the square brackets may be omitted.

user name & password:

The user name and password to access the camera. This part can be omitted.

IP: WAN or LAN IP address.

port number: If there is the RSTP port number on the Port page, you must only use RTSP port number.
otherwise, you must only use http port number.

Videostream: Here support three modes: videoMain, videoSub and audio. When the network speed is bad,
here you had better select videoSub. If you select audio, you can only hear the sound but cannot see the
video.

For example:

IP: 192.168.1.11
Port number: 88
User name: admin
Password: 123

Here | can enter one of the following URLs in the VLC.
1" rtsp://admin:123@192.168.1.11:88/videoMain
rtsp:// @192.168.1.11:88/videoMain
rtsp://:123@192.168.1.11:88/videoMain
rtsp://admin@192.168.1.11:88/videoMain

AN

Open the VLC, and go to Media Open Network Stream option, then enter the URL into VLC.
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| 2 VLC media player
Playback Audio

Video

Tools  View Help

[#] openFie... Ctrl+0
B Advanced Open File. ., Ctrl+5hift+0
[£2] Open Folder... Ctrl+F

(=) Open Disc.. Crl4D
i)
|— Open M Netwnr‘r.. Stream.. Cirl+M l

EE} Open Cap Ve Device. . Cirl+C

Open Location from dipboard Ctrl+v
Recent Media r

Save Playlist to Eile... Ctrl+y
Convert [ Save. .. Cirl+R.
(tel) Streaming... Cirl+5
¥ ouit Cirl+0Q

o|=[m
’ |hee| W o00| [ = |1} | X QIIL]

1.00x || —:—/—:— | 4

A Open Hedia @@

[ File ff_:.l Dizc %Hetwork Capture Dewice

Hetwork Protocel
Flease enter a network URL:
I rtsp:/fadmnin: 123@192 165, 1. 11:83/videcMain l s

I:‘ Show more options

e —

Sometimes you may need to enter the user name and password again. Click OK and you can see the real-time

12



preview.

-

= RTSP authentication

Fleaze enter a walid login name and a password.

Uzer name |admin |

Fazzword |.'.'. |

DT, 68 11 WL Q 100w | 06 A/

If you cannot play the video in the VLC player, please check the port mapping.

NOTE: If you modify the camera's username or password, you had better reboot the camera, or else the new
username and password cannot take effect when you enter the authentication in the VLC.

2.5 IP Camera Connection to the Server

Device supports ONVIF 2.2.1 protocol,You can easily access the NVR with ONVIF or server with ONVIF.

13



3 Surveillance Software GUI

Please refer to the section 2.1 if you install the camera for the first time. You can start to learn about software
operation after finish quick installation.

3.1 Login Window

Username  |admin

Password
I Stream | Main stream v | 2
| Language |English v | 3

Sectionl Enter the Username and password
The default administrator username is admin with no password, please change the password at first using and
prevent unauthorized users login the camera.

Section2 Stream

The camera supports two stream modes: Main stream and sub stream. If you want to access the camera form
LAN, here you can select Main stream. If you want to access the camera from Internet, here we recommend
sub stream.

NOTE: When the network bandwidth is bad you'd better select Sub Stream and the video will be more fluent.

Section3 Select the language
You can select the language you need by clicking on the language dropdown list.

Section4 login the camera
Click Login button.

NOTE: When setting up your camera for the first time, it will request that you modify the default username and /

or password if both are still set to default. Input the new username and password, click Modify to complete the
modification. You will now use the new username and password to login the camera in the future.

14



Username

New username |

New password

Security Level

Confirm the password

After logging in for the first time, you will go to Setup Wizard automatically. Here you can set the basic
parameters of camera, such as camera name, camera time, wireless settings, IP configuration.

Setup Wizard
Setup Wizard - Start

Follow the guide to set your camera, click "Next" to start.

Please click the menu on the left for more settings.

Country: Select the country.

Setup Wizard
Step 1 of 5 - country

America v
country
Please select the country where you live to ensure a better video experience for you.

Previous

Device Name: You could give name for your camera.

Setup Wizard
Step 2 of 5 - Camera Name
FlagooP
Camera Mame The ma=imum Device Mams length is 20, support English, numbers, letters and symbsols
Pravious || Mext |

System Time: Select the time zone you need to set the date, time,format, etc.

15



Setup Wizard

»

Step 3 of 5 - Camera Time

Time Zone (GMT) Gresnwich mean time; London, Lisbon, [+]
Sync with NTP server
NTP Server Auto [=]
Date Format YYYY-MM-DD [~] I
Time Format 24-hour E
use DST
From April [=] first [~]/Sunday [+][2 [+]:00
To October [+ |the last one[~ | Sunday  [~](2 [=]: 00
Anead Of Time 0 [=] Minute

Previous Next S

Wireless networks: Click Scan, find the SSID of your wireless router, select and enter the password.

Setup Wizard
Step 4 of 5 - Wireless Settings
Wireless Network List 1 | Scan ssib product-2.4GHz I
SSID(Network Name) Encryption Quality EnErion | R [=]

ADlink-heng WPAMPA2 it ]| |
fusha+TP-LINK_403E WPAWPA2 il The maximum password length is 63,
app_net WPAMPA2 i including numbers, letters and symbols
APP210 WPAWPA2 it =
F 2
TP-LINK_3742 WPAMWPA2 il
docdev2 WPAMNWPAZ o
TP-LINK_ASDC Unencrypt i
Hi-WiFi-1307 WPAWPA2 i
1234567890987654321 WPAMWPA2 il B

IP: Set IP address of the camera. You could choose to obtain an IP automatically or set the IP address
according to your needs.

16



Setup Wizard
Step 5 of 5 - IP Configuration

Obtain IP From DHCP

NOTE: It needs about 1 minute to connect the camera to your router.

3.2 Surveillance Window

- F@SCAM © O uevae O sonmgs [ P Outdoor Waterproof IP Camera |

TR e~
o = Il 019 01 13 10:50°3
Outdoor Mode V| e

S “ yscam mo

bed

| ®®®®® ®® 6

Sectionl FOSCAM Logo / LiveVideo / Settings buttons

FEOSCAM. . oscam Loco
(©) Livevideo

: Path to surveillance window. Click this button and back to the surveillance window

ﬂ'/‘l Settings

: Path to Administrator Control Panel, Click it, and it will lead to Administrator Control Panel and

17




do advanced settings.

Playback
W Click this buttonto goback to the Playback panel to view the stored audio files stored in the SD Card.

Section2 Multi-Device Window

=
() @) O 0

The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the same time. You
can add other cameras in multi-camera panel.

Section3 Mode/ Stream /WDR / NAA /Mirror/ Flip buttons

Mode
1) 50Hz --------- Indoor surveillance (Region: Europe, China)
2) 60Hz --------- Indoor surveillance (Region: USA, Canada)

3) Outdoor Mode------ Outdoor surveillance

Stream

The default stream supports multiple modes, For example: Equilibrium Mode / 1080P / 20fps / 1M meanings:
Stream type / Resolution / Maximum frame rate / Bit rate. (Different models support different specific
mode. )

1) Stream type no. Identify the stream type.

2) Resolution

The bigger the resolution, the better of the image quality is. If you are accessing the camera via internet and
want to get more fluent video streaming, please select resolution VGA.

3) Maximum frame rate

The maximum frame rate is 30 fps. You should lower frame rate when the bandwidth is limited. Normally, when
the frame rate above 15, you can achieve fluently video. The maximum frame rate for each model is different,
please refer to 6.3 Specification.

4) Bit Rate

Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate configuration should
combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate is large, that will
lead to video cannot play well.

You can reset the stream type on Settings > Video > Video Settings panel.

18



E 2::1:;W.zard j Video Settings

L Basic Settings ) Save Refresh
L Network J Main stream video settings

I Video I Enhanced Night Vision Definition 7]

I | 7 Stream Type HD Made =
R Risplay Resolution 720P =]
e e Bit Rate M B
Snapshot Settings rome Rate - -
IR LED Schedule

*L oo e J Key Frame Interval 30 E

L Record ) Variable bitrate Yes [~]

L Firewall J Sub stream video settings

L System ) Stream Type HD Mode &
Resolution 720P =]
Bit Rate 512K =]
Frame Rate 10 E|
Key Frame Interval 30 E|

WDR: WDR stands for High Dynamic Range. It usually refers to the method of capturing images having
"greater dynamic range between the lightest and darkest areas of an image than current standard digital
imaging methods or photographic methods". You can select ON from the dropdown list under sunlight or with
bright background.

NAA: NAA (Network Auto-Adaptability) can make IP Camera changing the real-time rate to adapt different
network conditions, which can supply better preview experience. It is OFF as default.

Section4 IR LED Lights

IR LED Lights J

Schedule

Mode

IManual
. SC_I'I I.?d ule

Click Infra led and there are three modes to adjust the infrared led: Auto, Manual and Schedule.
Auto: Select it and the camera will adjust the infra led (on or off) automatically.
Manual: Select it and turn off the infra led manually.

Schedule: Select it and the IR led light will be off at the schedule period. If you want to define or change the IR
led lights schedule time, please go to Settings > Video > IR LED Schedule page.

Section5 Color Adjustment
In this page, you can tune Hue, Brightness, Contrast, Saturation, and Sharpness to get higher quality.

19



Color Adjust )

© —— s0
- — =20
¢ —— 54
0 [}—— &0
a4 20

Section6 OSD

If you have added time and camera name in the video, you can see it in the live window.

Go to Settings > Basic settings > Camera name panel, and you can change another device name. The
default device name is anonymous.

Go to Settings > Basic settings > Camera time panel and adjust the device time.

Go to Settings > Video > On Screen Display panel, you can add or no add OSD.

Section7 Play / Stop / Talk / Audio / Snap / Record / Full screen button

®®®6® 0

1 2 3 4 5 6 7 8

@@

1------ Play Click it to play the video of the camera
2------ Stop Click it to stop the video of the camera

3------ Talk Click the button and the icon will become to @ then talk to the microphone that connected with

PC, people around the camera can hear your voice if the camera has connected with audio output device.
Click the icon again and stop talking.

the camera has connected with other audio input device through the Audio Input port of the camera, Click the
icon again and stop audio.

6----- Snap Click it to make snapshot and it pop up a window which picture you snapshot, right click in the
window and save the picture to anywhere you want.

Click again and stop recording. The default storage path is C:\IPCamRecord. You can change the storage path:
Go to Settings > Record > Storage Location panel.

8------ Full Screen Click it to make full-screen, or you can double click the surveillance screen to make
full-screen. Double click again and exit full-screen.

20



Onscreen Mouse Control

Right click the mouse and you can adjust the screen ration, full screen and Zoom up.

Keep Ration: Select it and the camera will adjust the size of live window based on the computer monitor
automatically.
Sometimes there is a black border around the video, please select Keep ration to get a better visual quality.
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